BO QUOC PHONG CONG HOA XA HQI CHU NGHIA VIET NAM
Pdc lip - Ty do - Hanh phiic

sé: L5 /2022/TT-BQP Ha Noi, ngay oH thang # nam 2022

TH(’)NG TU'

Ban hanh “Quy chuiin ki thuat qunc oia ve dic tinh ky thuidt mit mi sur
dung trong cic san pham mét ma din sy thuge nhém sin pham
bio mit ludng IP sir dung cong nghé IPsec va TLS”

Céin cir Ludt Tiéu chudn va Quy chuan ky thudt ngay 29 thang 6 nam 2006,

Cdn ctr Ludt An toan thong tin mang ngay 19 thang 11 nam 2015;

Can cir Nghi dinh s6 127/2007/ND-CP ngay 01 thing 8 nam 2007 clia
Chinh phu quy dinh chi tiét thi hanh mét s6 diéu cia Ludt Tiéu chuan va Quy
chuan ky thuat,; diege sua doi, bo sung mot 56 diéu tai Nghi dinh 56 78/2018/NP-
CP ngay 16 thang 5 nam 2018 cua Chinh phu;

Cén ctr Nghi dinh s6 164/2017/ND-CP ngay 30 thang 12 nam 2017 cua
Chinh phu quy dinh chicc nang, nhiém vy, quyén han va co céu 16 chikc ciia
B6 Quoc phong;

Can cit Nghi dinh s6 09/2014/ND-CP ngay 27 thang 01 ndm 2014 cua
Chinh phu quy dinh chite nang, nhiém vu, quyen han va co cdu 16 chiic ciia
Ban Co yéu Chinh phii;

Theo dé nghi ctia Truong ban Ban Co yéu Chinh phi;

Bé truong Bo Quoc phong ban hanh Thong tie quy dinh Quy chudn kp
thudt quéc gia vé déc tinh ky thudt mdt ma sw dung trong cdc san pham mat ma
ddn sir thuoc nhom san phffm bao mdt luong IP sir dung céng nghé IPsec va TLS.

Piéu 1. Ban hanh kém theo Thong tu nay Quy chuan k¥ thudt quoc gia vé
déc tinh k¥ thuat mat ma sir dung trong céc san pham mét ma dan su thude nhom
san pham bao mat ludng IP sir dung cong nghé IPsec va TLS.

Ky hi¢u: QCVN 04 :2022/BQP.

Diéu 2. Thong tu nay ¢é hiéu lyc thi hanh ké tir ngay 20 thang <
nam 2022.
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Pidu 3. Truéng ban Ban Co yéu Chinh phu, Thi trueng cac co quan, don

vi va 16 chirc, ca nhén ¢6 lién quan chju trach nhiém thi hanh Théng tu néy-f.’{/
=

Neoi nhian: A '
- Thir tuéng Chinh ph, cdc Phé Thi tudng Chinh phi (dé bic); KT. BO TRUONG
- Cac B, co quan ngang Bo, co quan thude Chinh phi; =
- UBND céc tinh, thanh pho trye thude Trung wong;

- Tha trudgng BQP, CN TCCT;

- Ban Co yéu Chinh phu;

- Cuc Kiém tra van ban QPPL Bé Tu phép;

- Cuc Tiéu chuan - Bo luong - Chét lwong/BTTM,

- Céng bdo, Céng TTRTCP; ;
”* o
- Vu Phap ché/BQP; N -
- Cong TTDTBQP; Thirgmg twimg Nguyén Tan Cuon

- Luwu; VT, BCY. G110,

-28-3930 3279 * www.ThuVienPhapLuat.vn
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L&i néi dau

QCVN 04.:2022/BQP do Cuc Quan ly mat ma dan sw va
Kiém dinh san pham mat ma — Ban Co yéu Chinh phu
bién soan, Ban Co yéu Chinh ph trinh duyét, B6 Khoa
hoc va Céng nghé tham dinh, Bé trudng Bé Quéc phong
ban hanh kém theo Théng tw sé 2.3. /2022/TT-BQP
ngay D% thang .4~ nam 2022.
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QUY CHUAN KY THUAT QUOC GIA
VE DAC TINH KY THUAT MAT MA SU’ DUNG
TRONG CAC SAN PHAM MAT MA DAN SU THUQC
NHOM SAN PHAM BAO MAT LUONG IP SU’ DUNG
CONG NGHE IPSEC VA TLS

National technical regulation on cryptographic
technical specification used in civil cryptography

products under IP security products group with

IPsec and TLS

1 QUY DINH CHUNG
1.1 Pham vi diéu chinh

Quy chuén nay quy dinh murc gidi han céac dac tinh ky thuat mat méa cua cac
san pham bao mat ludng IP sr dung céng nghé IPsec va TLS phuc vu bao vé
thong tin khong thudc pham vi bi mat nha nwéc.

1.2 Poi tweng ap dung

Quy chuan nay ap dung ddi vé&i cac t chirc, ca nhan kinh doanh va sl dung
san phdm mat ma dan su dé bao vé théng tin khéng thudc pham vi bi mat
nha nuoc.

1.3 Tai liéu vién dan

TCVN 11367-3:2016 (ISO/IEC 18033-3:2010) “Céng nghé théng tin — Cac ky
thuat an toan — Thuat todn mat ma — Phan 3: Ma khoi”.

TCVN 12213:2018 (ISO/IEC 10116:2017) “Céng nghé thong tin - Cac ky
thuat an toan - Ché dé hoat déng ctia ma khéi n-bit’.

TCVN 12853:2020 (ISO/IEC 18031:2011 With amendment 1:2017) “Céng
nghé théng tin - Céc ki thuat an toan — B tao bit ngau nhién”.

TCVN 11818 (ISO/IEC 10118) “Cdéng nghé théng tin - Cac ky thuat an toan -
Ham bam - Phan 3: Ham bam chuyén dung”.

TCVN 11495-1:2016 (ISO/IEC 9797-1:2011) “Céng nghé théng tin — Cac ky
thuat an toan — Ma xac nhan théng diép”.

National Institute of Standards and Technology, FIPS 186-4 “Digital Signature
Standard (DSS)", July 2013.

National Institute of Standards and Technology, FIPS 180-4 "Secure Hash
Standard (SHS)", August 2015.

National Institute of Standards and Technology, FIPS 198-1 “The Keyed-
Hash Message Authentication Code (HMAC)", July 2008,
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National Institute of Standards and Technology, FIPS 202 "SHA-3 Standard:
Permutation-Based Hash and Extendable-Output Functions”, National
Institute of Standards and Technology, August 2015.

[RFC 4309]: “Using Advanced Encryption Standard (AES) CCM Mode with
IPsec Encapsulating Security Payload (ESP)", Internet Engineering Task
Force (IETF), December 2005.

[RFC 2612). “The CAST-256 Encryption Algorithm”, Internet Engineering
Task Force (IETF), June 1999.

[RFC 7801]: “GOST R 34.12-2015: Block Cipher "Kuznyechik™, Internet
Engineering Task Force (IETF), March 2016.

[RFC 5832]: “GOST R 34.10-2001: Digital Signature Algorithm”, Internet
Engineering Task Force (IETF), March 2010.

[RFC 7091]. "GOST R 34.10-2012: Digital Signature Algorithm”, Internet
Engineering Task Force (IETF), December 2013.

[RFC 3566]: “The AES-XCBC-MAC-96 Algorithm and Its Use With IPsec’,
Internet Engineering Task Force (IETF), September 2003.

[RFC 4494]: “The AES-CMAC-96 Algorithm and Its Use with IPsec”, Internet
Engineering Task Force (IETF), June 2006.

[RFC 4868]: “Using HMAC-SHA-256, HMAC-SHA-384, and HMAC-SHA-512
with IPsec”, Internet Engineering Task Force (IETF), May 2007.

1.4 Giai thich tir ngiv
Trong Quy chudn nay, cac tir ngtr dudi day duoc hiéu nhu sau:
1.4.1 Théng tin khéng thudéc pham vi bi mat nha nwéc

La théng tin khdng thudc ndi dung tin “tuyét mat’, “t6i mat” va “mat” dwoc quy
dinh tai Luat bao vé bi méat nha nuwdc ngay 15 thang 11 nam 2018.

1.4.2 Mat ma

La nhirng quy tac, quy udc riéng ding dé thay ddi hinh thire biéu hién théng
tin nham bao dam bi mat, xac thwe, toan ven ctia ndi dung théng tin.

1.4.3 Mat ma dan sw

La k§ thuat mat ma va san phdm mat ma duoc sir dung dé bao mat hodc xac
thwe ddi véi théng tin khéng thude pham vi bi mat nha nuéc.

1.4.4 San phAm méat ma dan sw

La cac tai liéu, trang thiét bi ky thuat va nghiép vu mat ma dé bao vé thong tin
khéng thuéc pham vi bi mat nha nwéc.

6
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1.4.5 San pham bao mat luéng IP

La san phdm mat ma st dung cac ky thuat, cong nghé mat ma dé dam bao
an toan, bao mat cho di liéu truyén, nhan trén maéi trwdng mang |IP.

1.4.6 Ky thuat mat ma
La phuong phap, phuong tién cé (ing dung mat ma dé bao vé théng tin.
1.4.7 Ma hoa

La qua trinh diing ky thuat mat ma dé thay déi hinh thire biéu hién thong tin.
1.4.8 Giai ma

La phép bién déi nguoc cla qua trinh ma héa twong tng.

1.4.9 Khoa

La day ky tw diéu khién hoat déng cla bién dbi mat ma.

1.4.10 Mat ma doéi xirng

La mat ma trong dé khéa dwoc str dung cho cac phép ma hoa, giai ma la
triing nhau hodc dé& dang tinh toan dugc khéa ma hoa khi biét khoa gidi ma
va nguoc lai.

1.4.11 Mat ma phi déi xirng

La mat ma trong d6 khéa duoc sir dung cho phép ma hoéa hodc giai ma gbm
hai thanh phan la khéa céng khai va khoa riéng véi dac tinh co thé dé dang
tinh toan dwoc khoa cong khai néu biét khoa riéng nhuwng khéng kha thi ve
mat tinh toan dé tinh dwoc khoda riéng tlr khda céng khai.

1.4.12 Thuat toan bam

La thuat toan thuc hién qua trinh bién dbi chudi di liéu d4u vao co do dai bat
ky thanh mét chudi dir liéu dau ra dac trieng cé d6 dai cd dinh.

1.4.13 Thuat toan xac thwc thong diép

La thuat toan bién ddi cac chudi dir liéu dau vao va khoda bi mat thanh cac
chudi di¥ lidu dau ra cé dé dai cb dinh théa man cac tinh chat sau day:

- D& dang tinh toan véi bat ky khoéa va chudi di@ liéu dau vao nao;

- V&i khoa cb dinh bat ky va khdng biét trwéc khoa, bang tinh toan khong thé
tinh dwoc gia tri chudi div liéu Gau ra voi bat ky chubi dir liéu dau vao mai
nao.
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1.5 Chir viét tat

Chir viét tat

AES

AH

CAST

cBC

CCM

CFB
CTR
CTR_DRBG

DH

DRBG

DSA
EC
ECDSA

ESP

FIPS

GCM

Tén tiéng anh

Advanced Encryption
Standard

Authentication Header

Carlisle Adams - Stafford
Tavares

Cipher Block Chaining
Mode

Counter with cipher block
chaining message
authentication code

Cipher Feedback Mode
Counter Mode

Counter - Deterministic
Random Bit Generator

Diffie-Hellman

Deterministic Random Bit
Generator

Digital Signature Algorithm

Elliptic Curve

Elliptic Curve Digital
Signature Algorithm

Encapsulating Security
Payload

Federal Information
Processing Standards

Galois/Counter Mode

Tén tiéng viét

Tiéu chudn ma hoa tién tién
Xac thuc théng tin diéu khién
goi IP

Tén clia hé ma do hai nha
toan hoc Carlisle Adams va
Stafford Tavares phat minh

Ché @5 méc xich khbi ma

Bo dém véi ma xac thuc
théng bao khoi ma hoa

Ché dd phan héi ban ma

Ché dé bo dém

B tao bit ngau nhién tét dinh
duwa trén bd dém

Thuat toan trao doi khoa
Diffie-Hellman

B tao bit ngau nhién tat dinh

Thuat toan chir ky sé
Pbuéng cong Elliptic

Thuat toan chir ky sé dwa trén
dwédng cong Elliptic

Pong goi an toan di¥ liéu

Tiéu chuan x& ly théng tin lién
bang (Hoa Ky)

Ché d6 Galois/B6 dém
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GOST

Hash DRBG

HMAC

HMAC DRBG

IKE

IP
IPsec

MQ DRBG

MS_DRBG

NIST

NRBG

OFB

RFC

RSA

SHA

SP

gosudarstvennyy standart

Hash Deterministic Random
Bit Generator

Hashed Message
Authentication Code

HMAC - Deterministic
Random Bit Generator

Internet Key Exchange

Internet Protocol
Internet Protocol Security

Multivariate Quadratic
Deterministic Random Bit
Generator

Micali-Schnorr Deterministic
Random Bit Generator

National Institute of
Standards and Technology

Non-deterministic Random
Bit Generator

Qutput Feedback Mode

Request for Comments

Rivest - Shamir - Adleman

Secure Hash Algorithm

Special Publication

QCVN 04-:2022/BQP
Tieu chuan quoc gia Lién
bang Nga

B6 tao bit ngau nhién tat dinh
dwa trén ham bam

Ma xac thuc thong bao dua
trén ham bam

Bé tao bit ngAu nhién tat dinh
dwa trén HMAC

Giao thic trao ddi khoa trén
Internet

Giao thire Internet
Giao thirc bao mat mang IP

Bo tao bit ngdu nhién tat dinh
bac hai da bién

B tao bit ngau nhién tat dinh
Micali Schnorr

Vién Tiéu chuan va Céng
nghé quoc gia (Hoa Ky)

B6 tao bit ngau nhién bét dinh

Ché d6 phan héi dau ra

Pac td ky thuat do té chirc
IETF (Internet Engineering
Task Force) cong bo

Tén clua hé ma do ba nha
toan hoc Rivest, Shamir va
Adleman phat minh

Thuat toan bam an toan

An pham dac biét (Vién Tiéu
chuan va Ky thuat qudc gia
Hoa Ky)
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TCVN
TDEA

TLS

VPN

1.6 Ky hiéu
Ky hiéu
nlen

Tiéu chuén qubc gia Viét Nam

Triple Data Encryption Thuat todn ma héa dir liéu
Algorithm Triple-DES
Transport Layer Security Bao mat tang giao van
Virtual Private Network Mang riéng ao
Mo ta

Dbi voi thuat toan RSA: nlen 1a @6 dai modulo theo bit;

Déi véi thuat toAn ECDH, ECDSA, GOST R 34.10-2012,
GOST R 34.10-2001: nlen la dd dai theo bit cia cép cla
phan t sinh

Péi voi thuat toan DSA, DH: L la dé dai cla tham sé mién p
theo bit

Péi vai thuat toan DSA, DH: N la d6 dai ctia tham sbé mién g
theo bit

10
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2 QUY DINH KY THUAT

2.1 Quy dinh chung

- Dbi v&i cac san pham mat ma dan su str dung cong nghé IPsec VPN duoc
phép str dung giao thirc trao déi khéa IKEv1 va IKEv2, giao thirc déng gbi ESP.

- Dbi voi cac san pham mat ma dan sw s dung cong nghé TLS VPN duoc
phép st dung giao thire TLS 1.2 va TLS 1.3.

2.2 Quy dinh vé dac tinh ky thuat mat ma
2.2.1 Quy dinh vé thuat toan méat ma

Céc san pham mat ma dan sy st dung cong nghé IPsec VPN, TLS VPN
yéu cau dap rng cac quy dinh sau:

2.2.1.1 Thuat toan mat ma déi xirng

- Str dung thuat toan trong danh sach sau:

STT Thuat toan Tham chiéu
" B . . [TCVN 11367-3),
. [TCVN 12213],

1 AES . [SP 800-38D),
| | [RFC 4309]
2 TDEA |
| " [TCVN 11367-3],
N ... [TCVN 12213]
4 SEED
. | . e ) [TCVN 11367-3],
|  [RFC 2612] |
6 GOST R 34.12-2015 [TCVN 12213]
_ _ HET ; . [RFC 7801] )
2.2.1.2 Thuat toan mat ma phi déi xirng
- St dung thuat toan trong danh sach sau:
STT Thuat toan Tham chiéu
B ; T _'; | [FIPS 1864],
e AL [SP 800-56B Rev. 2]
2 DSA
| = [FIPS 186-4]
3 ECDSA

11
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4 DH |
—5 ECDH !
6 GOSTR 34.10:2001 _ ‘
> | soeveamni |

2.2.1.3 Thuéat toan bam
- Str dung thuét toan trong danh sach sau:

STT Thuat toan

| SHA-256, SHA-384, SHA-512/256,
' SHA-512

[FIPS 186-4],

[SP 800-56A Rev. 3]

[RFC 5832]

[RFC7091]

Tham chiéu

[TCVN 11816-3],

[FIPS 180-4],

2 SHA3-256, SHA3-384, SHA3-512

[FIPS 202]

2.2.1.4 Thuat toan xac thwc thong diép
- Str dung thuét toan trong danh sach sau:

STT Thuat toan

1 AES-XCBC-96
2 AES-CMAC-96

Tham chiéu

[RFC 3566]

[RFC 4494

HMAC-SHA-256-128
HMAC-SHA-256
HMAC-SHA-384-192

HMAC-SHA-512-256

HMAC-SHA-512

[RFC 4868]

3

4

5

6 HMAC-SHA-384
, .

8

9

H MAC—SHASQ 56

L 10 | HMAC-SHA3-384
L1 HMAC-SHA3-512

[FIPS 198-1]
[FIPS 202]

12
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2.2.1.5 B6 tao s6 ngau nhién
- Str dung b tao s ngau nhién trong danh sach sau:

QCVN 04. :2022/BQP

STT

Thuét toan

Tham chiéu

| 1

1 Hash DRBG

2 HMAC_DRBG

3 CTR_DRBG

4 OFB_DRBG

5 | MS_DRBG

6 MQ_DRBG

[TCVN 12853]

7 XOR - NRBG

8 Oversampling-NRBG Construction

[SP 800-90C]

2.2.2 Quy dinh vé an toan, théi gian str dung

2.2.2.1 Thuat toan mat ma déi xirng

Kich thwoc . .
e ; Cac ché dé cho phép | Strdung
STT' Thuat toan khogi:heu sir dung aén ndm
CBC, CFB, OFB, GCM,
1 | AES > 128 CCM. CTR 2027
2 J TDEA 192 CBC, CFB, OFB, CTR 2025
| | R CBC, CFB, OFB, GCM,
3 : Camellia > 128 CCM. CTR 2027
| CBC, CFB, OFB, GCM,
4 SEED > 128 GCM. CTR 2027
5 CAST =128 CBC, CFB, OFB, CTR 2027 ‘
GOST
B | Radan dnke 256 CTR, CFB 2027 J

13
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2.2.2.2 Thuat toan mat ma phi déi xirng

STT | Thuét toan Kich thwéc tham sé theo bit
nlen = 2048
1 RSA =
nlen = 3072
[ =2048,
DSAr N = 256
2 DH I -
L 23072,
N = 256
3 ECDH
i nlen =z 256
4 ECDSA
5 | GOST R 34.10-2001
— nlen = 256

B GOST R 34.10-2012

CHU THICH:

Swr dung |
dén nam

2025

2027

2025

2027 ‘

2027

2027

Cac tiéu chudn cho tham sé an toan, cac thuat toan sinh, cac bé tham sé cy thé cho cac thuét toan
RSA, DSA, DH, ECDH, ECDSA trong quy chuén nay ap dung theo tiéu chudn FIPS 186-4.

Cac bd tham sé cu thé cho thuat toan GOST R 34.10-2001, GOST R 34.10-2012 trong quy chuén

nay ap dung theo RFC 5832 va RFC 7091.
2.2.2.3 Thuét toan bam

ST Thuat toan Sir dyung dén nim

1  SHA-256, SHA-384, SHA-512/256, SHA-512

2027

2  SHA3-256, SHA3-384, SHA3-512

2027

2.2.2.4 Thuat toan xac thwc thong diép

Str dung dén nam

STT Thuat toan
' 1 | AES-XCBC-96

2027

2 AES-CMAC-96

14
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3 HMAC-SHE\-ZSGJ 28 2027

4 | HMAC-STA-ZSG - - o 2027

5 | HMAC-SHEM-192 - ] 72027 -
6 | HMAC—SHA—384—_ | 2027 _

i | HMAC:E—#R—&Q-ZSG o - 2027 o

8 | HMAC-SHA-512 . —_202? -
9 | HMAC-SHA3-256 - 2027

10 | HMAC-SHA3-384 - 2027 -
11 _ HEAC-SHA3-512 | - 2027 -

2.3 Quy dinh vé an toan str dung trong giao thirc

2.3.1 Quy dinh vé an toan st dung trong giao thirc IPsec

Khéng duwoc phép st dung ché dd Aggressive trong giao thire IKEV1, giao
thtrc IKEv1 duoc phép st dung dén ndm 2025.

Khéng dwoc phép s dung giao thire AH.

Khéng duoc phép s dung giao thirc ESP chi cé co ché xac thuc di liéu.
S dung giai phap bao vé khoa duoc lwu trir dang tép trén thiét b
(neu co).

2.3.2 Quy dinh vé an toan s(r dung trong giao thirc TLS

Khong dwoc phép trao doi khoa dua trén thuat toan Diffie-Hellman sk
dung khéa cb dinh (Static Diffie-Hellman).

Khéng dwoc phép cai dat cac mé réng cho phép st dung nhirng phién
ban truede TLS 1.2 trén may chu TLS.

St dung dinh dang chirng thu sé X.509 v3 cho TLS (néu co).

S dung gidi phap bao vé khoa duoc lwu trir dang tép trén thiét b
(néu co).

Khéng dwoc phép st dung phan mé rong Heartbeat.

Yéu ciu bd sung déi véi phién ban TLS 1.3:

Khong dwoc phép st dung ché do CBC trong ma héa ddi xirng.

Khéng duoc phép stk dung ché dé MAC-then-Encrypt (Non-AHEAD Ciphers).
Khéng duoc phép trao déi khéa st dung thuat toan RSA.

Khéng duoc phép str dung Iuioc dd ky sd/ xac thuc RSASSA-PKCS1-v1_5.

+

+ + +
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3 QUY DINH VE QUAN LY

3.1 Cac murc gidi han ctia dac tinh ky thuat mat ma néu tai Quy chudn nay 1a
cac chi tiéu chat lwong phuc vu quan Iy theo quy dinh vé quan ly chat lweng
san pham méat ma dan suw dwoc quy dinh tai Luét an toan théng tin mang
ngay 19 thang 11 nam 2015.

3.2 Cong bd hop quy, chirng nhan hop quy, kiém tra chat lveng san pham,
khac phuc hau qua khi bi xt* phat vi pham hanh chinh theo Théng tu sb
28/2012/TT-BKHCN ngay 12/12/2012, Théng tw sé 02/2017/TT-BKHCN ngay
31/3/2017 stra ddi, bd sung mot sé diéu cla Théng tw s6 28/2012/TT-BKHCN
ngay 12/12/2012, Théng tv s6 06/2020/TT-BKHCN ngay 10/12/2020. Quan ly
cong bé hop quy dua trén két quéd chirng nhan clta té chirc chirng nhan
dwoc chi dinh theo quy dinh cta phap luat.

3.3 Hoat ddng kiém tra, danh gia chat lvong san phdm mat ma dan sw duoc
co quan quan Iy nha nuwéc cé thdm quyén tién hanh dinh ky hang nam
hoac dot xuét.

4 TRACH NHIEM CUA TO CHUC, CA NHAN

Cac to chirc, ca nhan c6 hoat ddng kinh doanh sdn phdm mat ma dan sw
thudéc pham vi diéu chinh cta quy chuan nay cé trach nhiém thuc hién cac
quy dinh v& chirng nhan, céng bé hop quy va chiu suw kiém tra cla co quan
guan ly nha nuéc theo cac quy dinh hién hanh.

5 TO CHUC THUC HIEN

Cuc Quan ly mat ma dan sw va Kiém dinh san pham mat ma - Ban Co yéu
Chinh pht ¢é trach nhiém huéng dan, té chirc trién khai quan Iy ky thudt mat
ma theo Quy chuan nay.

Ban Co yéu Chinh phi giip Bé trwdng Bé Quéc phong ra soat, stra doi, bd
sung Quy chuan nay @& dam bao phi hop voi thuce tién va dap (rng yéu cau
quan ly./.
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Quy dinh vé ma HS clia sdn pham bao mét luong IP
str dung cong nghé IPsec va TLS

Tén san pham,
STT | hang hoéa theo Ma HS M6 ta san pham hang hoa
QCVN
01 8471.30.90
02 8471.41.90
03 8471.49.90
04 8471.80.90
.05 8517.62.10 |
06 8517.62.21
07 8517.62.29
08 8517.62.30
09 San phém mat ma 8517.62.41 Sé;'é F;gém ;C;Ndang c-?fg
: . ; ng sec oac
10 g:r’;' ?;;:1”‘;‘;{:‘“;; 8517.6242 | \yPN & dam bao an toan,
11 |luong IP va bao| 8517.6249 |Pac matcho dir ieu truyen
mat kénh nhan trén moi trwdng mang
12 ‘ ' 8517.62.51 |IP.
13 8517.62.52
14 8517.62.53
15 8517.62.59
16 8517.62.61
|17 8517.62.69
| 18 | 8517.62.91
I
19 8517.62.92
\ 20 8517.62.99
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21

22

23

24

25

26

8525.50.00

8525.60.00

8528.71.11

8528.71.19

85628.71.91

8528.71.99
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