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NGAN HANG NHA NUGC CONG HOA XA HQI CHU NGHIA VIET NAM
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S6:000 /2020/TT-NHNN g Ngi, ngay 41 thang 1o nim 2020

THONG TU

‘Stra-ddi, bd sung mdt s6 diéu cia Thong tu sé 47/2014/TT-NHNN
ngay 31 thing 12 nim 2014 ciia Thong déc Ngan hang Nha nuéce Viét Nam
quy dinh cic yéu cdu ky thuat vé an toan bao mit ddi véi trang thiét bi
phuc vu thanh todn thé ngan hang

Can cir Ludt Ngdn hang Nha nude Viét Nam ngay 16 thdng 6 nam 2010,

Can cir Ludt Cac 16 chirc tin dung ngay 16 thang 6 nam 2010; Lugt sia doi,
b6 sung mét sé diéu cia Ludt Cdc t6 chike tin dung ngay 20 thang 11 ndm 2017,

Can cir Ludt giao dich dién tu ngay 29 thang 11 nam 2005;

Can cir Nghi dinh 56 35/2007/NP-CP ngay 08 thang 3 ndm 2007 cua Chinh
phi vé giao dich dién tir trong hoat dong ngdn hang;

Can cir Nghi dinh s6 101/2012/ND-CP ngay 22 thang 11 ndm 2012 cua
Chinh phii vé thanh todn khéng ding tién mdt; Nghi dinh so 80/2016/ND-CP ngay
01 thang 7 nam 2016 cua Chinh phu sita dbi, b6 sung mot sé diéu cua Nghi dinh
s6 101/201 2/ND-CP ngay 22 thang 11 ndm 2012 cua Chinh phii vé thanh todn
khong dimg tién mat;

Cén cir Nghi dinh s6 16/2017/ND-CP ngay 17 thang 02 ndm 2017 cua

Chinh phi quy dinh chitc ndng, nhiém vu, quyén han va co cdu t6 chirc cia
Ngdn hang Nha nudc Viét Nam;

Theo dé nghi ciia Cuc truong Cuc Cong nghé théng tin;

Thong déc Ngdn hang Nha nucc Viét Nam ban hanh Thong tu sia déi, bo
sung mét s6 diéu cua Thong tw s6 47/2014/TT-NHNN ngay 31 z‘hang 12 nam
2014 cua Thong doc Ngdn hang Nha nudc Viét Nam quy dinh cdc yéu cau ky
thudt vé an toan bao mat dbi véi trang thiét bi phuc vu thanh todn thé ngdn hang
(sau ddy goi tat la Thong tw 47/2014/TT-NHNN).

Diéu 1. Sira ddi, bd sung mdt s6 diéu ciia Thong tw 47/2014/TT-NHNN
1. Khoan 9 Piéu 2 duoc sira doi, bd sung nhu sau:

“9. M3 hoa manh 1a phuong phap ma hoéa dua trén céc thudt toan da duoc
kiém tra, chdp nhan rong rai trén thé gi6i cing véi @ dai khéa tbi thiéu 112
(mdt tram mudi hai) bit va k§ thuat quan Iy khéa phu hgp. Cac thuit todn ti
thidu bao gdm: AES (256 bit); TDES (168 bit); RSA (2048 bit); ECC (224 bit);
ElGamal (2048 bit).”. |
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2. Diém d khoan 1 Piéu 3 duoc sira ddi, bd sung nhu sau:

“d) Khong cung cép dia chi mang (dia chi IP) ndi b va théng tin dinh
tuyén cho cdc to chtre khac khi chua duge ngudi ¢ thdm quyén phé duyét. Co
bién phap che gidu dia chi mang ndi b va cac thong tin vé bang dinh tuyén noi
b6 khi két ndi véi cdc bén thir ba;”.

3. Diém ¢ khoan 3 Piéu 3 duoc sira ddi, bd sung nhu sau:

“c) Céc truy cap tir mdi trudng dir liéu chu thé ra ngoai Internet phai duoc
ngudi c6 thdm quyén phé duyét va duge kiém soat chit ché.”.

4. Bb sung khoan 5 vao Diéu 4 nhu sau:

“S. Ma hoa tat ca cac két ndi truy cap quan tri tir xa bang phuong phap ma
héa manh.”.

5. B sung khoan 8 vao Didu 5 nhu sau:

“8. Thudng xuyén ra soat bao dam céc trang thiét bi phan cting, phén
mém dugc hd trg ki thudt tir nha san xuét.”.

6. Khoan 1 Piéu 6 duoc sira ddi, bd sung nhu sau:

“I. Viéc truy cap vao tat ca thanh phan hé théng théng tin phuc vu thanh
toan thé phai duge xac thuc bing it nhit mot trong cac phuong thirc sau: ma
khoa bi mét; thiét bi, thé x4c thuc; sinh tréc hoc.”.

7. Diém e khoan 4 Diéu 6 duoc stra d6i, bd sung nhu sau:

“e) Thu hoi hodc v6 hiéu hoa céc tai khoan khong kich hoat st dung, hét
han st dung, khong hoat dong trong khoang thoi gian téi da 90 ngay ké tir lan
truy cap gan nhat;”.

8. Khoan 3 Diéu 10 dugc sira ddi, bd sung nhu sau:

“3. Trén tit ca cac may POS phai c6 s6 dién thoai lién hé ctia TCTTT.”.

9. Piém c khoan 1 Piéu 14 duoc stra dbi, bd sung nhu sau:

“c) Sb thé phai dugc che gidu phi hop khi hién thi (chi hién thi ti da 6 s
déu va 4 sb cuéi) va chi duoc hién thi dﬁy du cho: chu thé, co quan nha nudc ¢o6
thdm quyén theo quy dinh cta phap luit, mot sé nhan vién theo yéu ciu cdng
viéc duoge ngudi ¢6 thdm quyén phé duyét;”.

10. Khoan 1 Piéu 15 duoc sira dbi, bd sung nhu sau:

“1. St dung cac phuong phdp ma hdéa manh va cac giao thirc bao mat
thich hop dé bao vé dir liéu xé4c thuc thé trong qué trinh truyén thdong tin qua
mang két ndi vdi bén ngoai (mang Internet, mang khong ddy, mang truyén thong
di dong va cac mang khéc).”.
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11. Diém b khoan 1 Diéu 17 duoc stra ddi, bd sung nhu sau:

“b) St dung camera hoic bién phap gidm sat phu hop khéac dé gidm sat
viée vao, ra cac khu vuc phong may chi, khu vuc in 4n phét hanh, noi luu tri,
xur ly dit liéu chu thé. Cac dit liéu gidm sat phai dugc luu trit, bdo vé an toan va
san sang truy cap tbi thiéu 03 thang.”.

12. Bb sung diém i vao khoan 1 Diéu 18 nhu sau:

“i) Ban hanh chinh sich, quy trinh thuc hién gidm sat tit ca cac truy cép
ti tai nguyén mang, dir liéu chu thé va phd bién cho tit ca cac c4 nhan, bd phén
lién quan dén nghiép vu thé ctia tb chirc.”.

Diéu 2.

Thay ddi cum tir “Cuc Cong nghé tin hoc” thanh cum tir “Cuc Cong nghé
thong tin” tai cac Diéu 20, 22 va 23 Thong tu 47/2014/TT-NHNN.

Piéu 3. Trach nhiém td chirc thure hién

Chanh Van phong, Cuc truéng Cuc Coéng nghé thong tin, Thu trudng cac
don vi thudc Ngan hang Nha nudc, Gidm ddc Ngan hang Nha nuéc chi nhéanh
cac tinh, thanh phd truc thude Trung wong, cac td chirc hoat dong thé cé trach
nhiém td chirc thuc hién Thong tu nay.

Diéu 4. Diéu khoan thi hanh
Théng tu nay ¢ hiéu luc thi hanh ké tir ngy A5 thang %2 nam 2021./ ,ﬁ/

KT. THONG POC
Noi nhn: PHO THONG POC
- Nhu biéu 3; s
- Ban lanh dao NHNN; e ¥
- Van phong Chinh phu; e
- B6 Tu phép (dé kiém tra);
- Cong bao;
-Lwu: VP, PC, CNTT. Mo
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