Ky bi: Céng Théng tin dién tir Chinh phi
Email: thongtinchinhphu@chinhphu.vn
Co quan: Van ph Chinh phu

ONG THON Thai gi

G TINDIEN TU CHINH Pil

n phong Chinh phu
an ky: 17.08.2015 09:09:14 +07:00

12 CONG BAO/S6 917 + 918/Ngay 10-8-2015

BO THONG TIN VA TRUYEN THONG

BQ THONG TIN VA CONG HOA XA HQI CHU NGHIA VIET NAM
TRUYEN THONG Poc 1ap - Tw do - Hanh phic
S6: 19/2015/TT-BTTTT Ha Noi, ngay 21 thang 7 nam 2015
THONG TU

Ban hanh “Quy chuin k§j thuat qudc gia vé IPv6 d6i véi thiét bi nat”

Can cir Ludt Tiéu chudan va Quy chudn ky thudt ngay 29 thang 6 nam 2006;

Can cir Ludt Vién théng ngay 23 thang 11 nam 2009;

Can cu Nghi dznh s6 12 7/200~7/NB—CP ngay 01 ,thd(lg 8 nam 2007 cua (Zhl'nh
phu quy fl‘,inh chi tiét va huong dan thi hanh mot so diéu cua Ludt Tiéu chudn va
Quy chuan ky thudt;

Can cir Nghi dinh s6 132/2013/ND-CP ngay 16 thang 10 nam 2013 ciia Chinh
phu quy dinh chirc nang, nhiém vu, quyén han va co cdu toé chirc cua Bo Thong tin
va Truyén thong;

Theo dé nghi cua Vu truong Vu Khoa hoc va Cong nghé,

Bé truéng Bo Théng tin va Truyén théng ban hanh Théng tw quy dinh Quy
chuan ky thudt quoc gia vé IPv6 doi voi thiét bi nut.

Piéu 1. Ban hanh kém theo Thong tu nay Quy chuan k§y thuat qudc gia vé IPv6
do1 véi thiét bi nat (QCVN 89:2015/BTTTT).

Piéu 2. Thong tu ndy c6 hiéu luc thi hanh ké tir ngay 01 thang 02 nim 2016.

Piéu 3. Chanh Vin phong, Vu truong Vu Khoa hoc va Cong nghé, Tha trudng
cac co quan, don vi thuéc Bo Thong tin va Truyén thong, Giam ddc So Thong tin
va Truyén thong cac tinh, thanh phé truc thugc Trung wong va cac td chirc, c4 nhan
co lién quan chiu trach nhiém thi hanh Thong tu nay./.

BO TRUONG

Nguyén Bic Son
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L&i néi dau

QCVN 89:2015/BTTTT dwoc xay dwng trén co s& tai liéu RFC 6434 ciia Nhom
d&c trach vé ky thuat Internet (IETF).

QCVN 89:2015/BTTTT do Vién Khoa hoc Ky thuat Bwu dién bién soan, Vu
Khoa hoc va Céng nghé thdm dinh va trinh duyét, B6 Théng tin va Truyén théng ban
hanh kém theo Théng tw sb 19/2015/TT-BTTTT ngay 21 thang 7 nam 2015.
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QUY CHUAN KY THUAT QuUOC GIA
VE IPV6 BOI VO'I THIET Bl NUT
National technical regulation on IPv6 nodes

1. QUY DINH CHUNG

1.1. Pham vi diéu chinh

Quy chudn nay quy dinh cac yéu ciu ky thuat va phwong phap do dbi voi thiét
bi nut IPv6.

1.2. D6i twong ap dung

Quy chuan nay ap dung dbi v&i cac td chirc, ca nhan cé hoat déng san xuét,
nhap khau, st dung va khai thac céac thiét bj nat IPv6 tai Viét Nam.

1.3. Tai liéu vién dan

TCVN 9802-1:2013, “Giao thirc Internet phién ban 6 (IPv6) - Phan 1: Quy dinh
ky thuat”.

TCVN 9802-2:2015, “Giao thirc Internet phién ban 6 (IPv6) - Phan 2: Kién truc
dia chi IPv6”.

TCVN 9802-3:2015, “Giao thirc Internet phién ban 6 (IPv6) - Phan 3: Giao thirc phat
hién nut mang lan can’.

TCVN 9802-4:2015, “Giao thirc Internet phién ban 6 (IPv6) - Phan 4: Giao thirc phat
hién MTU cuia tuyén”.

RFC 2464, "Transmission of IPv6 Packets over Ethernet Networks", December 1998.

RFC 2491, "IPv6 over Non-Broadcast Multiple Access (NBMA) networks",
January 1999.

RFC 2492, "IPv6 over ATM Networks", January 1999.
RFC 2710, "Multicast Listener Discovery (MLD) for IPv6", October 1999.

RFC 3484, "Default Address Selection for Internet Protocol version 6 (IPv6)",
February 2003.

RFC 3590, "Source Address Selection for the Multicast Listener Discovery
(MLD) Protocol", September 2003.

RFC 3810, "Multicast Listener Discovery Version 2 (MLDv2) for IPv6", June 2004.

RFC 4213, "Basic Transition Mechanisms for IPv6 Hosts and Routers",
October 2005.

RFC 4301, “Security Architecture for the Internet Protocol”, December 2005.
RFC 4303, "IP Encapsulating Security Payload (ESP)", December 2005.
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RFC 4307, "Cryptographic Algorithms for Use in the Internet Key Exchange
Version 2 (IKEv2)", December 2005.

RFC 4338, "Transmission of IPv6, IPv4, and Address Resolution Protocol (ARP)
Packets over Fibre Channel", January 2006.

RFC 4380, "Teredo: Tunneling IPv6 over UDP through Network Address
Translations (NATSs)", February 2006.

RFC 4443, "Internet Control Message Protocol (ICMPv6) for the Internet
Protocol Version 6 (IPv6) Specification", March 2006.

RFC 4604, "Using Internet Group Management Protocol Version 3 (IGMPv3)
and Multicast Listener Discovery Protocol Version 2 (MLDv2) for Source-Specific
Multicast", August 2006.

RFC 4607, "Source-Specific Multicast for IP", August 2006.

RFC 4835, "Cryptographic Algorithm Implementation Requirements for Encapsulating
Security Payload (ESP) and Authentication Header (AH)", April 2007.

RFC 4862, "IPv6 Stateless Address Autoconfiguration", September 2007.
RFC 5072, "IP Version 6 over PPP", September 2007.

RFC 5121, "Transmission of IPv6 via the IPv6 Convergence Sublayer over IEEE 802.16
Networks", February 2008.

RFC 5722, "Handling of Overlapping IPv6 Fragments", December 2009.

Phase-1/Phase-2 Test Specification Core Protocols - Technical Document -
Revision 4.0.6, IPv6 Ready Logo Program, April 26, 2010.

1.4. Giai thich tir ngir
1.4.1. Thiét bi nat IPv6 (nut IPv6)
Thiét bi thwe thi IPv6. Thiét bi nit IPv6 bao gém router IPv6 va host IPv6.

CHU THICH: Thuat ng thiét bj nut IPv6 (nat IPv6) twong dwong véi thuat ngly
nut mang (Node) néu tai muc 3.1 trong TCVN 9802-1:2013.

1.4.2. Router IPv6 (router)

Thiét bi nut IPv6 c6 kha ndng chuyén tiép cac goi tin IPv6 khong dwoc dinh dia
chi cho thiét bj nut do.

CHU THICH: Thuat ng router IPv6 (router) twong dwong véi thuat ngtr bd dinh
tuyén (Router) néu tai muc 3.2 trong TCVN 9802-1:2013.

1.4.3. Host IPV6 (host)
BAt ky thiét bj nat IPv6 nao khéng phai la router IPV6.

CHU THICH: Thuat ngir host IPv6 (host) twong dwong véi thuat nglr may chd
(host) néu tai muc 3.3 trong TCVN 9802-1:2013.
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1.4.4. Dia chi link-local

Dia chi unicast c6 pham vi chi trong lién két, dwoc sir dung dé thong tin véi cac
nut mang lan can.

1.4.5. Phat hién nut mang lan can

Giao thirc str dung dé gidi quyét cac van dé lien quan dén sy twong tac gitra
cac nut mang trén cung mot lién két nhw phat hién router, phat hién tién t6, phan
giai dia chi.

CHU THICH: Thuat ngir nut mang 1an cén st dung trong Quy chuén nay twong
dwong vé&i thuat nglr nat lang giéng st dung trong TCVN 9802-1:2013.

1.4.6. MTU lién két (Link MTU)

Pon vi truyén tai tdi da ciia mot lién két, tire 1a kich thwédc I&n nhat ciia mot goi
tin (tinh bang octet) cé thé truyén tai dwoc qua mot lién két.

1.4.7. MTU cua tuyén (Path MTU)

MTU lién két nhd nhét trong tat cd cac MTU lién két trén mot tuyén gitra nut
nguon va nut dich.

CHU THICH 1: Thuat nglr MTU cua tuyén twong dwong vé&i thuat nglr MTU tuyén
néu tai muc 3.12 trong TCVN 9802-1:2013.

CHU THICH 2: Thuat ngi¥ tuyén st dung trong Quy chuan nay twong dwong
voi thuat nglr duong truyén s dung trong TCVN 9802-1:2013.

1.4.8. Phat hién Path MTU

Qua trinh nat IPv6 xac dinh MTU cuda tuyén.

1.4.9. Lwa chon dia chi mac dinh IPv6

Viéc lwa chon dia chi ngudn hay dia chi dich st dung méc dinh dé truyén thong
tin trong trwdng hop cé nhiéu dia chi kha dung (nhiéu dia chi trong mét giao dién
hoac nhiéu huwdng di khac nhau).

1.4.10. Tw ddng cau hinh dia chi khéng giir trang thai IPv6

Ky thuat cu hinh dia chi cho cac host ma khéng can cau hinh bang tay, chi yéu
cau clu hinh téi thiéu clia cac router va khéng can may chi. Ky thuat tw déng cau
hinh dia chi khéng gilr trang thai cho phép host tao ra dia chi ctia host d6 bang cach
két hop thdong tin cuc b cua host (dinh danh giao dién) va théng tin quang ba bé&i
router (tién t0).

1.4.11. Phat hién déi twong nghe multicast (MLD)

Ky thuat cho phép router phat hién cac dbi twong nghe multicast (tirc 1a cac nut
mong muon nhan goi tin multicast) trén cac lién két gan tryc tieép voi router nay va
phat hién nhirng dia chi multicast nao ma cac nut lan can nay quan tam.
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1.4.12. Céng nghé dwéng ham

Coéng nghé cho phép gri cac goi tin IP trén cac goi tin IP. Vi duy, dwdng
ham IPv6 qua IPv4 thwc hién dong géi cac goi tin IPv6 trong cac goi tin IPv4
dé truyén qua ha tdng mang dinh tuyén IPv4.

1.4.13. Thuat ngi¥ chi mirc dd yéu cau
Cac tir in hoa “PHAI”, “NEN”, “CO THE”, “KHONG NEN”, “KHONG BU'QC” dworc st
dung trong cac TCVN néu tai muc 1.3 va “REQUIRED”, “MUST”, “SHALL”, “SHOULD”,
“‘MAY”, “SHOULD NOT”, “MUST NOT”, “SHALL NOT” dwoc str dung trong cac RFC néu
tai muc 1.3 nham chi thi mirc d6 yéu cau tuan tha cac dac ta ky thuat, yéu cau ky thuat
quy dinh trong cac tai liéu nay.
1.5. Chir viét tat

ARP
ATM
DAD
ESP
ICMP
IEEE

IETF
IKE
IPv6
MLD
MTU
NA
NAT
NBMA
ND
NS
NUD
PMTU
PPP

Giao thire phan giai dia chi

Phwong thirc truyén tai khéng dong bd
Phat hién dia chi trung lap

Doéng goi tai bao mat

Giao thirc ban tin diéu khién Internet

Vién Ky thuat Bién va bién to

Nhom dac trach vé ky thuat Internet
Trao dbi khéa Internet

Giao thirc Internet phién ban 6
Phat hién déi twong nghe multicast
DPon vi truyén tai téi da

Quang ba lan can

Bién dich dia chi mang

Da truy nhap khéng quang ba

Phat hién lan can

Tham do lan can

Phat hién Ian can khéng dén dwoc
MTU cua tuyén

Giao thirc diém t&i diém

Quang ba router

Address Resolution Protocol
Asynchronous Transfer Mode
Duplicate Address Detection
Encapsulating Security Payload
Internet Control Message Protocol

Institute of Electrical and Electronics
Engineers

Internet Engineering Task Force
Internet Key Exchange

Internet Protocol version 6
Multicast Listener Discovery
Maximum Transmission Unit
Neighbor Advertisement
Network Address Translation
Non-Broadcast Multiple Access
Neighbor Discovery

Neighbor Solicitation

Neighbor Unreachability Detection
Path MTU

Point-to-Point Protocol

Router Adverstisment
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RFC Tai liéu RFC cua IETF Request For Comments
RHO Mao dau dinh tuyén loai 0 Routing Header type 0

RS Tham do router Router Solicitation

SEND Phat hién lan can tin cay SEcure Neighbor Discovery
SSM Ngudn multicast xac dinh Specific Source Multicast
TCVN  Tiéu chuén quéc gia National Standard

UDP Giao thire dir liéu nguwdi dung User Datagram Protocol

2. QUY DINH KY THUAT

2.1. Yéu cau veé tang lién két

Céc nut IPv6 két ndi vai nhau theo cdng nghé két ndi nao thi phai tuan theo tiéu
chuén vé dac ta tang lién két dé truyén goi tin IPv6 twong (rng véi cong nghé két nbi
do. Dwéi day quy dinh tiéu chuan ap dung cho nat IPv6 khi truyén gai tin IPv6 trén
mang theo mét sé cong nghé tang lién két cu thé:

- Khi truyén géi tin IPv6 trén mang Ethernet thi phai tuan theo quy dinh trong
RFC 2464.

- Khi truyén géi tin IPv6 trén mang ATM thi phai tuan theo quy dinh trong
RFC 2492.

- Khi truyén gai tin IPv6, IPv4 va phan giai dia chi ARP trén kénh quang thi phai
tuan theo quy dinh trong RFC 4338.

- Khi truyén gai tin IPv6 qua I&p con hdi tu IPv6 trén mang IEEE 802.16 thi phai
tuan theo quy dinh trong RFC 5121.

- Khi truyén gai tin IPv6 theo hinh thirc két ndi PPP thi phai tuan theo quy dinh
trong RFC 5072.

- Khi truyén géi tin IPv6 qua cac mang da truy nhap khéng quang ba NBMA thi
phai tuan theo quy dinh trong RFC 2491.

Céc nuat IPv6 két ndi véi nhau theo cong nghé dwdng ham IPv6 trén cac giao
thirc khac thi phai tuan theo cac tiéu chuan vé dwdng ham twong rng. Dwdi day
quy dinh mét sé cong nghé dwérng ham cu thé:

- Khi truyén géi tin IPv6 theo cdng nghé “Duéng ham IPv6 trén UDP théng qua
bién dich dia chi mang NAT” thi phai tuan theo tiéu chuan RFC 4380.

- Khi truyén géi tin IPv6 theo cong nghé “Duwdng ham theo ciu hinh” thi phai
tuan theo Phan 3 cua tiéu chuan RFC 4213.
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2.2. Yéu cau veé tang IP

2.2.1. Giao thirc Internet phién ban 6

T4t ca cac nut IPv6 phai hé tro giao thirc Internet phién ban 6 dwoc quy dinh
trong TCVN 9802-1:2013 va phai hé tro diéu khién phan manh géi tin gbi nhau
dwoc quy dinh trong RFC 5722. Cu thé nhw sau:

- B4t ky cac mao dau hodc tuy chon mé réng khéng dwoc cong nhan phai dwoc
Xt ly nhw mé ta trong TCVN 9802-1:2013.

- Nut IPv6 phai tuan theo cac quy tac truyén gaéi tin nhw trinh bay trong TCVN
9802-1:2013.

- Nut IPv6 phai luén c6 khd ndng glvi, nhan va x& ly cac mao dau phan manh.
T4t ca cac thuc thi IPv6 phai co6 kha nang gri va nhan cac géi tin IPv6. Cac phan
manh gbi nhau phai dwoc diéu khién nhw mé ta trong RFC 5722.

- Nut IPv6 phai x&r ly cac mao ddu mé rong theo cach thirc x& ly quy dinh trong
TCVN 9802-1:2013. Ngoai triv tredng hop mao dau dinh tuyén loai 0 (RHO: Routing
Header type 0) khéng dwoc chap nhan do lién quan van dé an ninh va phai dwoc
dbi xtr nhw mot loai dinh tuyén khéng dwoc cong nhan.

2.2.2. Phat hién nat mang lan can cho IPv6

Céc nut IPv6 phai hd tror phat hién nat mang 1an can dwoc quy dinh trong TCVN
9802-3:2015.

Cu thé, trong phat hién nut mang lan can cho IPv6 thi:

- C4c host phai hé tro tinh nang phat hién router. Phat hién router 1a cach thirc
host dinh vj tri cac router trén mot lién két ma no két ndi vao.

- Céac host phai hd tro phat hién tién t6. Phat hién tién td la cach thirc cac host
kham pha tap hop céac tién td dia chi ma dinh nghia cac dia chi dich nao la dia chi
on-link déi v&i mot lién két.

- C4c host phai thyc thi NUD cho tat ca cac tuyén gitra Host va cac nut 1an can.
T4t ca cac nut phai trd I&i cac ban tin unicast NS.

- Céac host phai hd tro viéc glri cac ban tin RS va nhan ban tin RA.

- TAt ca cac nut phai hd tro viéc givi va nhan ban tin NS va ban tin NA trong qua
trinh phat hién trung lap dia chi.

- Cac router phai hd tro' viéc glri cac Redirect, du khéng bét budc ap dung cho
tirng goi tin riéng biét (vi du, do gii han tbc dd).

2.2.3. Phat hién Path MTU

Céc thiét bj nat IPv6 khéng phai la thiét bi di dong va st dung gai tin IPv6 ¢
kich thwéc I6n hon 1280 octet phai hé tro phat hién Path MTU nhw quy dinh trong
TCVN 9802-4:2015.
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2.2.4. Giao thirc ICMP phién ban 6

Cac nut IPv6 phai tuan theo giao thirc ICMP phién ban 6 quy dinh trong RFC 4443.
2.2.5. Pia chi

2.2.5.1. Kién truc dia chi IPv6

Céc nut IPv6 phai hd tro kién trac dia chi IPv6 quy dinh trong TCVN 9802-2:2015.
2.2.5.2. Tw doéng cau hinh dia chi khéng giir trang thai IPv6

Céc host phai hd tro phwong phap cau hinh dia chi khéng gilv trang thai quy
dinh trong RFC 4862.

Cac router phai tao duwgc cac dia chi link-local nhw quy dinh trong RFC 4862.

Tat ca& cac nat phai thwe hién DAD trén tat ca cac dia chi unicast trwéc khi gan
cho giao dién nhw quy dinh trong Phan 5.4 ctia RFC 4862.

2.2.5.3. Lwa chon dia chi mac dinh trong IPv6

Nut IPv6 phai tuan theo cac quy tac lwa chon dia chi mac dinh quy dinh trong
RFC 3484.

2.2.6. Phat hién déi twong nghe multicast (MLD) trong IPv6

Néu nut IPv6 hé tro multicast thi phai tuan theo MLDv1 quy dinh trong RFC 2710
va cac quy tac lwa chon dia chi ngudn phai tuan tha quy dinh trong RFC 3590.

Néu nut IPv6 hd tro cac trng dung SSM va s dung cac chirc ndng EXCLUDE cla
MLDV2 thi phai hé trg MLDv2 nhw quy dinh trong RFC 3810, RFC 4604 va RFC 4607.

2.3. Yéu cau vé chuyén dbi giiva IPv4 va IPv6

Thiét bi nut IPv6 phai hé tro hoat déng song song gitra IPv4 va IPv6, va ché do
dwong ham phai tuan theo cac quy dinh trong RFC 4213.

2.4. Yéu cau vé bao mat

Néu cac nut IPv6 thue thi kién tric IPsec tuan theo RFC 4301 thi phai str dung
ESP dwoc quy dinh trong RFC 4303 va phai tuan theo cac thuat toan mat ma quy
dinh trong RFC 4835. Viéc trao dbi khéa IKEv2 phai tuan thi cac yéu cau quy dinh
trong RFC 4307.

3. PHWONG PHAP PO
Phwong phap do kiém cac yéu cau ky thuat néu tai muc 2.2.1, 2.2.2, 2.2.3, 2.2.4,

2.2.51, 2.2.5.2 dwoc thwc hién theo tai liéu “Phase-1/Phase-2 Test Specification
Core Protocols - Technical Document - Revision 4.0.6”.
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4. QUY PINH VE QUAN LY

4.1. Cac thiét bj nat IPv6 thudc pham vi diéu chinh néu tai muc 1.1 phai tuan tha
cac quy dinh k¥ thuat trong Quy chuan nay.

4.2. Khi ap dung cac tai liéu vién dan dwoc néu trong muc 1.3, tai cac noi ¢co
thuat nglr chi mirc dd yéu cau, chi bat budc ap dung cac mirc dd yéu cau “PHAI,
“KHONG BUQC” (trong cac TCVN) va “REQUIRED’, “MUST”, “SHALL”, “MUST NOT”,
“SHALL NOT” (trong cac RFC).

5. TRACH NHIEM CUA TO CHUC, CA NHAN

Céc tb chirc, ca nhan lién quan cé trach nhiém thuwc hién céng bé hop quy cac
thiét bi nut IPv6 tuan tht Quy chuén nay va chiu sw kiém tra clia co quan quan ly
nha nwdc theo cac quy dinh hién hanh.

6. TO CHU’'C THUC HIEN

6.1. Cuc Vién théng, Trung tdm Internet Viét Nam va cac S& Théng tin va
Truyén théng cé trach nhiém té chirc hwéng dan, trién khai quan ly thiét bi nat IPv6
theo Quy chuan k¥ thuat nay.

6.2. Trong trudng hop cac quy dinh néu tai Quy chudn ky thuat nay cé sw thay
ddi, bd sung hodc dwoc thay thé thi thwe hién theo quy dinh tai van ban mai./.

THWY MUC TAI LIEU THAM KHAO

[1] RFC 6434, “IPv6 Node Requirements”, December 2011.




