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BO THONG TIN CONG HOA XA HOQI CHU NGHIA VIET NAM
VA TRUYEN THONG Poc 1ap - Tw do - Hanh phic
Sb: 06/2015/TT-BTTTT Ha Noi, ngay 23 thang 3 nam 2015
THONG TU

Quy dinh Danh muc tiéu chuén bit budc ap dung
vé chir ky so va dich vu chirng thue chir ky so

Can cw Ludt giao dich dién tw ngay 29 thang 11 nam 2005;

Can cit Nghi dinh s6 26/2007/NP-CP ngay 15 thang 02 niam 2007 ciia Chinh phii
quy dinh chi tiét thi hanh Ludt giao dich dién tu vé chit ky so va dich vu chung
thuc chir ky so, Nghi dinh so 106/2011/NP-CP ngay 23 thang 11 nam 2011 va
Nghi dinh so 170/2013/ND-CP ngay 13 thang 11 nam 2013;

Can cir Nghi dinh s6 132/2013/ND- CP ngay 16 thang ]0 nam 2013 cua Chinh
phu quy dinh chirc ndang, nhiém vu, quyén han va co cdu té chirc ciia Bé Thong tin
va Truyén thong;

Theo dé nghi cua Vu truong Vu Khoa hoc va Cong nghé,

Bo tru’é’ng B.OA, Thong tin va T rqyén théng ban hanh Thong tw quy dinh Danh
muc tiéu chuan bat buoc ap dung vé chir ky so va dich vu chung thuc chir ky so.

Piéu 1. Pham vi diéu chinh

Thong tu nay quy dinh Danh muc tiéu chuan bat budc ap dung vé chir ky s va
dich vu ching thuc chit ky s6 (Phu luc kém theo).

Diéu 2. Pdi twong ap dung

Thong tu nay ap dung d6i véi:

1. T6 chuc cung cap dich vu chimg thuc chit ky sé qubc gia.

2. T6 chuc cung cap dich vu chimg thuc chir ky sé cong cong.

3. T6 chuc cung cap digh vu ching thuc chit ky s6 chuyén dung duoc B
Thong til} va Truyén thong cap gidy chung nhéan du di€u kién ddm bdo an toan cho
chir ky so.

4. T cl\u’rc cung clép di,ch vu chimg thuc chit ky s6 nudc ngoai duge Bo Thong
tin va Truyén thong cap gidy cong nhan.

Diéu 3. Té chirc thue hién

1. Theo tirng thq(‘)i ky, B6 Thong tin V‘é. Truyén théng xem xét, stra d6i, bd sung
Danh muc tiéu chuajm bat budc ap dung vé chit ky so va dich vu chiing thu’cq chir ky
sO0 quy dinh tai Diéu 1 cua Thong tu nay phu hop véi tinh hinh phét trién cong
nghé va chinh sach quan 1y cua Nha nudc.
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2. Vu Khoa hoc va Cong ngh¢ c6 trach nhiém chu tri dinh ky ra soat, cap nhat
Danh muc tiéu chuan bat budc ap dung vé chir ky s6 va dich vu ching thuc chir ky
sO0 quy dinh tai Di€u 1 cua Thong tu nay.

3. Trung tim Chimg thuc dién tir qudc gia c6 trach nhiém hudng dan viée ap
dung cac ti€u chuan thudc Danh muc ti€u chuan bat budc ap dung vé chir ky so va
dich vu chung thyuc chit ky s6 quy dinh tai Diéu 1 ciia Thong tu nay.

Diéu 4. Diéu khoan thi hanh

1. Thong tu nay c6 hiéu luc thi hanh ké tir ngay 15 thang 9 nam 2015.

2. Quyét dinh sd 59/2008/QD-BTTTT ngay 31 thang 12 nim 2008 cia Bo
trudng Bo Thong tin va Truyén thong ban hanh Danh muc tiéu chuan bat budc ap
dung vé chir ky s6 va dich vu chung thuc chit ky s6 hét hiéu luc ké tir ngay Thong
tu nay c6 hiéu luc, trir quy dinh vé “Ham bam bao mat” tai muc 2.3 cua Danh muc
ti€u chuan bat budc &p dung vé chir ky so6 va dich vu ching thyc chir ky s6 ban
hanh kém theo Quyét dinh s6 59/2008/QD-BTTTT ti€p tuc c¢6 hi€u luc dén hét
ngay 31 thang 3 nam 2016.

3. Trong truong hop co6 su khac nhau gitra quy dinh cua Thong tu nay voi quy
dinh cia Thong tu s6 22/2013/TT-BTTTT ngay 23 thang 12 nam 2013 ban hanh
danh muc tiéu chuan ky thuat vé ing dung cong ngh¢ thong tin trong co quan nha
nuoc vé cung mot ti€u chuan lién quan dén sur dung chir ky sé va dich vu ching
thuc chir ky so6 do cac to6 chuc cung cap dich vu chung thuc chir ky s6 cung cap
trong co quan nha nudc thi ap dung quy dinh cua Thong tu nay.

4. Chanh Van phong, Vu truéng Vu Khoa hoc va Cong nghé, Gidm ddc Trung
tam Chtng thuc dién tir quoc gia, Thu trudng cac co quan, don vi thugc Bo, cac to
chtrc va ca nhan c¢d lién quan chiu trach nhiém thi hanh Thong tu nay.

5. Trong qua trinh thuc hién, néu c6 kho khin, vudéng méc, cac co quan, tO
chtrc va ¢4 nhan phéan anh kip thoi vé Bo Thong tin va Truyén thong d€ xem xét,
giai quyeét./.

BO TRUONG

Nguyén Bic Son
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Phu luc

DANH MUC TIEU CHUAN BAT BUQC AP DUNG VE CHU KY SO
VA DICH VU CHUNG THUC CHU KY SO

(Ban hanh kém theo Théng tir s6 06/2015/TT-BTTTT ngdy 23 thang 3 nam 2015
ciia Bé trueong B Thong tin va Truyén thong)

S6 Loai Ky hiéu Tén day du Quy dinh
TT tiéu chuén tiéu chuén ciia tiéu chuin ap dung
1| Tieu chuin bio mat cho HSM va thé matma
Yré . c@u an .ninh Security Requirements N
11 d§1 voi }(hél an | FIPS PUB for Cryptographic - Yé&u cau toi thiéu
ninh phan cung | 140-2 Modules muc 3 (level 3)
________ HSM ]
Yﬁu c,a.tu atn ninh FIPS PUB Security Requlre.ments - Yéu cau tbi thiéu
1.2 | do6i véi thé Token 140-2 for Cryptographic mirc 2 (level 2)
________ vaSmartcard |~ [Modules | ]
2 | Tiéuchvanmatmavachivkyso
- Phién ban 2.1
Mét ma phi d6i - Ap dung lugc d6
2.1 | ximg Vi e ky | prCs# | RSA Cryptography RSAES.OAED 43
p Standard XA s
sO ma hoa va
] RSASSA-PSS deky
TCVN Cong nghé thong tin - Ky
7816:2007 thuat mat ma - Thuat toan
(FIPS PUB N1 e in i
e ma hoa dir liéu AES ] )
57 Mait ma doi 9n Ap d.l_mg mot trong
xung Recommendation for the | hai tiéu chuan
Triple Data Encryption
NIST 800-67 Algorithem (TDEA)
... |BlockCipher |
Ap dyng mot trong
sdu ham bam:
Ham bam an FIPS PUB SHA-224, SHA-256,
2.3 todn 180-4 Secure Hash Standard SHA-384, SHA-512,
SHA-512/224,
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, SHA-512/256 |
3 | Tieu chuin thong tin, diligy
Dinh dang ’ Internet X.509 Public Key
chung thu s6 va Infrastructure Certificate
31 danh sach thu RFC 5280 and Certificate Revocation

héi chimg thu sb

List (CRL) Profile
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S6 Loai Ky hiéu Tén day du Quy dinh
TT tiéu chuan tiéu chuin ciia tiéu chuin ap dung
3.2 CH P haP th?“g PKCS #7 Cryptographic Message Phién ban 1.5
________ dicpmatma |~~~ |SyntaxStandard |
13 Cu phftp t.hAong PKCS #8 Private-Key Information Phién ban 1.2
________ tinkhoariéng | " | Syntax Standard |
Cu phép yéu Certification Request A1
| chuchimg thye | PO | syntax Standard. | phenban 17
Giao dién giao )
3.5 | tiép voi céc the | PKCS#11 | Cryptographic token Phién ban 2.20
. interface standard
________ matma ]
3.6 | Cu phap trao dbi Personal Information a1
________ thong tincénhan | 5712 | Exchange Syntax Standarg | MM 1O
4| Tiéu chuan chinh sich va quy che chimg thye chitkyso |
Khung quy ché Internet X.509 Public
chiing thyc va Key Infrastructure -
, L RFC 3647 Certificate Policy and
chinh sach ) ) :
, Certification Practices
chung thu
oo | Framework ]
5| Tiéu chuan giao thirc luu trir va truy xuat chimgthwso |
Internet X.509 Public
RFC 2587 Key Infrastructure
Luoc d6 Giao LDAPv2 Schema . A
5.1 L N B s (e oo e R Ap dung mét trong
thirc truy nhap Lightweight Directory . n 2
thur muc A Protocol (LDAP) hai tiéu chuan
L ccess Protoco
RFC 4523 Schema Definitions for
o | X509 Certificates )]
Lightweight Directory
RHE2PT | Access Protocol (v)
Lightweight Directory
RFC 4510 | -xccess Protocol (LDAP): | 4y o ticu chudn
Technical Specification N
RFC 2251 hoac by
) ) Road Map I 2
59 Giao thuc truy |- Liohtweioht Directory bon tiéu chuan:
" | nhap thu muc 1ghtweight Directory | RFC 4510, RFC
RFC 4511 A}(;,cess Prot(;col (LDAP): 4511, RFC 4512,
_______________________ The Protocol | prc 4513
Lightweight Directory
REC 4512 Access Protocol (LDAP):

Directory Information

Models
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S6 Loai Ky hiéu Tén day du Quy dinh
TT tiéu chuan tiéu chuin ciia tiéu chuin ap dung
Lightweight Directory
Access Protocol (LDAP):

REC4513 Authentication Methods
______________________________________________________ and Security Mechanisms | |
6| Tiéu chuan kiém tra trang théi chimg thwso |

Gla(; thire . Internet X.509 Public ‘ NP
truyen, nhaq Key Infrastructure - Ap dung mot hodic
6.1 | chung thu s6 va | RFC 2585 . . ca hai giao thtrc
danh sach chimng Operational Protocols: FTP va LTTP
o As FTP and HTTP
thu so bi thu hoi
l(jiléarz i}rl:fr:r}i(gj X.509 Internet Public Key
6.2 théi chfrng.thu’ RFC 2560 Infrastructure - On-line
z p Certificate status protocol
________ sotrwetuyen |
_7_| Titu chuan dich vy cip dau thoigian |
Giao thirc chp Internet X.509 Public .

7.1 déu thoi gian RFC 3161 Key Infrastructure - Time-
______________________________________________________ Stamp Protocol (TSP) | |
TCVN 7818- | Cong ngh¢ thong tin - Ky

1:2007 thuat mat ma - Dich vu

(ISO/IEC tem thoi gian - Phan 1:

| 18014-1:2002) | Khung tong quat Ap dung b6 ba tiéu
’ TCVN 7818- | Cong nghé¢ thong tin - Ky chuin:
2| g R Dy ron e 2o
18014-2:2002) | Co ché tao the doc lap | LC Vo /018-2:2007
------------ St Ee - TCVN 7818-3:2010

TCVN 7818- | Cong ngh¢ thong tin - K¥

3:2010 thuat mat ma - Dich vu

(ISO/IEC tem thoi gian - Phan 3:

18014-3:2009)

Co ché tao thé lién két




